OUCH! | 2016 £ 5 H

AITEA

- PIEtE (10T)

* PIBHRS IR RE

* (REEHYBRE R

PIE#E (10T)

+E=EYEE (10T)

TEBE AT, 5B TR,
A AT AR E B EBIRS. A%, EHEENEDR
BENBPIEE, SENEEFRITIRER, S

RERELCEABRNERREIENOR, BECMw

RigE S
James Lyne (@jameslyne) RTELZE /N F
SophosIZ £ REREE, BB KRR

B, MREMEREET ZEZSE, tE
SANSIH ERFEFEA, WKEETETZNE
BERF Ao

RELZHNZEE, SERBEHERTEHSH, BHNR

B RE, T—EXNENRES RV, VB, BFEHEAloT, EFTERNRBEEMARGEEED L3,
REFRNEE, UERTAGENRIRRE, SLEEREIUEGELRMANETE - LLNETEERHE, &
ERAMERRIRNE BB, YBHETIEEEMNRBANDXENE, MEERMELRNIRERE. AW, GEH
RE—K, VEEREFECTFEECHEAZEEE, EEE/TIS, RASTHEHMETRELRAR, B ERBUSLUR
Z TR, REVR, WERAZIRIIR A

VIR SRR R

VAN NER, BERBALEMER, f1, BRFRETHMEMEEET N EREEERREWI-FifEg, &
m, FrEEEERENEN, YBEREHNEREER, REEFMMANEREVEXAERNVEBRMIELE,
HE, IR — BB —EEREEB FIRERE N, RIRENTR, talEKickstarter £, BEABIE
HENE, MAERERe, HERE, REBENZYHERERVIRELIEREENEEERH, 10, ©f
BEEARNMN, EEFRERELBME LERNOS, WHERNEOS, b FEELREEHREHEIIETER

© SANS Institute 2016

https://www.securingthehuman.org



https://twitter.com/jameslyne

OUCH! | 2016 £ 5 H

Y w4 (10T)

BERENMNEE, MRRBFLRINEREIRE. &
BRRE, FT2 L REFIREELIEN, SNEEEFRE
NEBEHHEES, BN SV ERETEN LRV
R, BIEAEFERTURREAT BT &, MAEX
BEEXNRIRRE, JIRKAMETE,

a [?

The Internet of Things

RE DRI E

FREA, fRATDUBAEE? P E R B EIREEL 28 R A

FYBHER RO, B TR S TAS, T BRI B A i 5] 1500 RS,

. o BTGP, RGBT, B

B EERE, BRIRGOES, LIREIAR ThH LM, RawMo T
38 69 1 AR 38 AL,

A TS, O BEERATINEE, (RTa R

#, HetEEE Ry ERE. EEF PR, K
I ARFREIROY B R EIEC,

EEERLRREN: BB ERERGENTEETIECEED DB, MRMATEERNRE
BRIRBHEIRRE, NE ARG HEEEIWI-Fid#&,

WA HIWIi-Fiddis: mRIREMA LFEMOYEERE, RIZRAMMEE—EBILAOWI-Fiig, 3775
Wi-Fisg @ PI LU HAb 4848, ANEFHEEIEES ], H—EEEEBERIMIWI-FEEA R RSB e
Ao BERFYBEREE—EMAMEE LR, EATERRAREE NN B MEER TR EREE LR
BB ERE (BERENARFEERLHEEER) .

PERFSEHT: REMIPCIBENRME, RIFTHNYEBERFERENN. MRTNYBEREEEEEEN
I, .

SEERES: MY A LA, EU—EBSN, BANEBMEREECHE, RSB RAEN
O<7? BED, Bt REE, TRERTRERRR EMEFRITENETR.

© SANS Institute 2016

https://www.securingthehuman.org




OUCH! | 2016 £ 5 H

Y w4 (10T)

o [EFAEIE: REHYBHERE, TUREREE, R TENSZERE, BEHBNTEREREM
ERHEEREET,

« BREER ERLRE, RAETEER—EYBERE. BTRENREECERSNENRBM R
B8, IhELFEREERNET BERL2RFTRE.

RE—ERZIEMEETEHTE—ERE, IUERS SN RERZENREME, WESMAAIERMEMZ
ENEALRY. TENEAZBYBERETREERIMBELEME, IURZERINIAERERSHNREE
o ERNERRZETHER, RAFERIURBZHYBHERESRZEMAMPINRE, RHERNMAR
ZEHEMNER.

E—LTH
FDETRIOUCHIB AR Z 2 Bl AT, MURSIBAMOUCHIEE, BEE— 5 TRSANSRLBRAIHE, 3#

BB R MNEILhttp: //www.securingthehuman.org.

\.
2E58H8
O https://securingthehuman.sans.org/ouch/2015#april2015
PSSR https://securingthehuman.sans.org/ouch/2015#october2015
REMFFEIRERS:  https:/securingthehuman.sans.org/ouch/2016#january2016
REER ISR EEMHE: https://securingthehuman.sans.org/ouch/2016#february2016
OUCH! FHSANS Securing The Human2$17F)&, Ef#Creative Commons BY-NC-ND 4.0(8IE A FRERIR4.00R). TERNERATIIN
BHETE T, RAUUBEARSZRA ?U‘iﬁﬁﬁﬁ’%’]?ﬂ’];zée-%ﬂril o BEAMENELER, BhtiSouch@securingthehuman.org.
#wEEZEE: Bill Wyman, Walt Scrivens, Phil Hoffman, Bob Rudis, Cheryl Conley
= S
J
Ei &
securingthehuman.org/blog [securethehuman @securethehuman securingthehuman.org/gplus

© SANS Institute 2016 https://www.securingthehuman.org



http://www.securingthehuman.org
http://creativecommons.org/licenses/by-nc-nd/4.0/
mailto:ouch%40securingthehuman.org?subject=
https://securingthehuman.sans.org/ouch/2015#april2015
https://securingthehuman.sans.org/ouch/2015#october2015
https://securingthehuman.sans.org/ouch/2016#january2016
https://securingthehuman.sans.org/ouch/2016#february2016
http://www.securingthehuman.org//blog
http://www.securingthehuman.org//blog
https://www.facebook.com/SecureTheHuman
https://www.facebook.com/SecureTheHuman
https://twitter.com/SecureTheHuman
https://twitter.com/SecureTheHuman
securingthehuman.org//gplus
https://plus.google.com/101256545783262304392/posts

